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Abstract: This paper presents the development and evaluation of EnnerSpectrum, a platform for
electricity monitoring. The development was motivated by a gap between academic, fully custom-
made monitoring solutions and commercial proprietary monitoring approaches. EnnerSpectrum is
composed of two main entities, the back end, and the Gateway. The back end is a server comprised
of flexible entities that can be configured to different monitoring scenarios. The Gateway interacts
with equipment at a site that cannot interact directly with the back end. The paper presents the
architecture and configuration of EnnerSpectrum for a long-term case study with 13 prosumers of
electricity for approximately 36 months. During this period, the proposed system was able to adapt
to several building and monitoring conditions while acquiring 95% of all the available consumption
data. To finalize, the paper presents a set of lessons learned from running such a long-term study in
the real world.

Keywords: electricity monitoring; case study; long-term; prototyping; retrofitting; platform

1. Introduction

Energy monitoring is not a new topic, ever since the first electric grid was created,
some kind of energy monitoring technology started to be installed for billing or control [1].
As the electric grid evolved, so did the monitoring technologies, returning more frequent,
fine-grained, and precise data. Promoted by the advent of the smart grid, these advance-
ments eventually reached the edge of the grid into the houses of electricity end-consumers,
with the deployment of Advanced Metering Infrastructure and smart-meters [2]. A multi-
tude of services that rely on smart-meter data are currently under extensive research, and
demonstration [3,4]. Services, such as Demand Side Management (DSM), Electric Vehi-
cle Charging (EVC), Distributed Storage and Generation, rely on precise and continuous
data [5]. However, a new set of services developed for the household are emerging, which
cannot all be met by the smart-metering infrastructure alone [6–9]. For example, services in
which the consumption/production information is not the primary purpose, for example,
household occupation detection, automation or comfort [10,11]. It is common for these
services to deploy some kind of energy monitoring solution that meets their requirement,
for example, the SMATM portal needs the installation of a gateway in the mains, LGTM

batteries need a separated inverter, which in their turn could need dedicated monitoring
equipment. These solutions are often proprietary and rely upon unique protocols which
cannot be shared between services or vendors or were simply built without considering
integration [12,13]. This leads to households with duplicated or competing monitoring
solutions, increasing installation, update, or maintenance costs.

Energy monitoring is still a very prolific field of research with contributions often
focusing on the evaluation of particular aspects of monitoring solutions (e.g., [9,14,15]). Or
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the development of monitoring solutions for particular scenarios in which the monitoring
is not the main outcome of the research (for example Abdulsalam Alghamdi employed a
monitoring solution to collect data as the input for an viability study of PV installations in
Saudi Arabia [16]).

In both cases, most of the systems proposed by academia are often one-off prototypes
developed with a specific goal, with limited applicability in the real world. Furthermore,
buildings go through several improvements and renovations during their long lifespan [17].
Consequently, monitoring solutions in the real world are expected to be retrofitted in the
existing infrastructure, hindering the viability of certain academic contributions in the real
world. These limitations mean that researchers often have to build monitoring from scratch
for particular needs. This phenomenon delays the knowledge transfer from academia to
industry, and it also increases the development time of new academic contributions.

Against this background, this paper presents the EnnerSpectrum, an energy monitoring
platform that emerged from academic research and was later expanded and demonstrated
in a real-world demonstrator in the scope of the Horizon 2020 SMILE project. This system
proposes an energy monitoring infrastructure composed of the monitoring hardware,
a server to aggregate the consumption data, and a set of custom-made hardware and
software components needed for integration. EnnerSpectrum provides a completely open
platform for energy monitoring, allowing the undemanding integration of monitoring
hardware, new data sources, visualizations for end consumers, and making all the collected
information available to interested parties. This approach pursuits a centralized energy
monitoring service for the household, addressing the shortcomings of having multiple
closed solutions for different systems. The remainder of this article first presents the state-
of-the-art in energy monitoring, highlighting the contributions that motivated the proposed
approach. The following section presents the EnnerSpectrum system, all its components,
and integration. The paper then presents a case study of the EnnerSpectrum System in
13 sites. To finalize, a discussion of the findings and conclusions are presented.

2. The State of the Art of Electricity Monitoring

Electricity monitoring is an essential aspect of a broad scope of studies. Ranging from
work that looked purely at the technology to accurately measure electricity to studies that
focused on the human side of energy consumption and research which conceptualizes how
different technologies could consolidate into new services. The work presented bellow,
represents a diverse sample from the state of the art which leveraged electricity monitoring,
either as the main contribution of the work, or as a tool to a goal. Therefore, this literature
review aims to focus on the implemented monitoring technologies that motivated the
proposed approach.

Several authors opted to purposely custom-made hardware and software to measure
electricity consumption. Anbya et al. [15] propose an entirely custom-made system based on
IC ADE7753 energy meter, which uses a Zigbee mesh to communicate with a base station.
Depending on the conditions, the proposed system measured electricity consumption
with a precision error between 0.03% and 1.23%. In [18], the authors propose an energy
monitoring solution using a notebook. The built-in audio Analog to Digital Converter
(ADC) was used to sample current and voltage, whereas the mini display and the speakers
provided feedback to the consumers. The Wi-Fi card enabled communication over the
Internet. Another approach followed by the same authors [19] employs an energy monitor-
ing solution based on a multi-channel data acquisition system (DAQ) that was developed
to be installed in the main entry point of apartment blocks, hence enabling the collection
of consumption data without having to install equipment in each apartment. Pereira et
al. disclosed a set of lessons learned and a comparison of the two approaches presented
before [20].

Another custom-made system was proposed by Yang et al. [21]. The authors propose
an infrastructure for real-time electricity monitoring, which uses a non-invasive sensor and
an energy harvester to power the data capture module. These modules are to be installed
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in the internal grid of a building and operate in a completely autonomous manner and
periodically push the data to a central unit connected to a desktop computer. Frei et al. [22]
developed a series of wireless sensors for estimating building performance. The sensors are
organized in a ZigbeeTM mesh and measure different aspects of the building. The proposed
system measures electricity consumption through a light sensor to measure the pulse
flashes from the household electricity meters. The sensor kit contains a gateway based on
an Arduino TM(https://www.arduino.com, accessed on 10 August 2021) microprocessor
that pushes the data to a web server containing a database and graphical user interface.

Nevertheless, the most common approach is to develop monitoring infrastructures
that combine commercial equipment (e.g., sensors or meters) with custom-made hardware
or software (web servers, gateways). This approach often allows the implementation of
more flexible solutions (compared with using only commercial systems), with a lower
development time (compared to the custom-made equipment presented before).

Abdulsalam Alghamdi [16] presented a viability study for the potential of rooftop-
mounted PV Power Generation to meet electrical demand in Saudi Arabia. The author
used a Raspberry Pi, connected to a series of sensors, to measure electricity consumption,
but also other metrics such as CO2. This custom-made solution also allowed the data to be
easily pushed to an online server.

Chen et al. [23] used an electricity monitoring infrastructure that combined off-the-shelf
equipment with custom-made integration and communication. Intending to measure dis-
aggregated per-plug consumption, the authors modified a Kill-a-WattTM meter, which
communicated with a central gateway pushed the data to a web server. A user study with
the system disclosed that 78% of participants were encouraged to reduce their consumption,
and 20% reduced their consumption once it was made public. Weiss et al. [24] also pre-
sented a combined approach, this contribution focuses on the human-computer-interaction
aspect of behavior change to reduce electricity consumption. To measure electricity the
authors used an common smart meter (from Landis + GyrTM, https://www.landisgyr.com/,
accessed on 10 August 2021). A custom-made gateway connected to the meter incorporated
a parser, database, and local web-server, which participants could connect and query their
electricity consumption. Another study focused on the human side of the energy field
was performed by Sundramoorthy et al. [25]. In this study, the author proposes a system
that uses commercial sensors, RF clamps, and commercial smart-plugs that push data to a
gateway. The gateway then publishes the data in a server that contains a series of graphical
representations intended for the end-user.

Modern electric installations are often deployed with monitoring solutions, although
mostly proprietary with limited interface options. Researchers from the energy field
presented studies that used exclusively commercial systems. One of the most popular is
the SMATM SunnyBoy (https://www.sma.de/en/products/solarinverters/sunny-boy-
30-36-40-50-60.html, accessed on 10 August 2021), which can be installed with a two-way
energy meter, and provides a Web Portal for their customers. Conceptually this system
is very similar to the approaches discussed above, which employ metering equipment, a
gateway, and a web server.

Cieslik et al. [26] leveraged the data collected from a PV installation through the
SMA web portal to perform an experimental analysis of the installation’s output to meet
the demand of an electric vehicle. The broad deployment of smart meters also allowed
researchers to obtain consumption data for their studies. Geelen et al. [27] used electricity
and gas data from 519 smart meters in the Netherlands. Participants were divided into two
groups. One of the groups used an application that allowed the monitoring of household
consumption. Among other results, the authors disclose that participants using the moni-
toring application invested in changing their behavior to conserve energy. Schultz et al. [28]
carried out a similar study focused on measuring the energy conservation behaviors from
a sample of 431 single-family homes. For this study, the smart meter data was paired with
a custom-made in-home display.

https://www.arduino.com
https://www.landisgyr.com/
https://www.sma.de/en/products/solarinverters/sunny-boy-30-36-40-50-60.html
https://www.sma.de/en/products/solarinverters/sunny-boy-30-36-40-50-60.html
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From the body of work presented above its clear that all the reviewed approaches have
their own strengths, weaknesses and challenges. A common trend is that when researchers
need more fine-grained and frequent data, they will opt for a fully custom-built solution
or combine capable commercial equipment with custom-built hardware/software. For
research focused on offline studies such as viability analysis, algorithm development, or
studies focused on the human aspect of sustainability, the data from commercial systems
is often adequate. Withal, the most common approaches found in the literature are a
combination of custom-built and commercial equipment. In most of the reviewed work,
the primary purpose of this integration is to retrieve that data from the sensing equipment,
and push it to a centralized location, usually a web server. The proposed approach, which
will be discussed in detail in the following sections, aims at combining the strengths of
both approaches presented in this literature review, employing a flexible infrastructure
that can be adapted to different scenarios while allowing the integration of industry-grade
equipment for precise measurements.

3. EnnerSpectrum System

Motivated by the work presented above, the proposed system aims at collecting
precise and accurate electricity data while providing a flexible solution that allows the
integration of new data sources and services. The EnnerSpectrum System is a software-based
solution for monitoring energy at a selected site. On top of the monitoring, EnnerSpectrum
can also provide services such as, for example, visualizations for the end consumer and
administrator. In most scenarios, EnnerSpectrum requires employing one hardware device
to assure smooth integration with other local grid components. In the remainder of this
article, the site device will be referred to as the gateway (GT) and the cloud component as
the EnnerSpectrum Back End (ESB).

3.1. Architecture

The flexibility goal discussed before is mainly achieved by a set of architectural deci-
sions in the development of the ESB. The back end is organized into five main concepts:
sources schemas, sources, producers, devices and devices groups The architecture was
developed to facilitate solubility and integration with different parties, for example moni-
toring equipment or visualizations.

A source schema describes a particular kind of data that the system is capable of
capturing. For instance, “webScraper” is a source schema corresponding to sources that are
capable of capturing information by parsing HTML pages. Currently, there are two types
of schemas, “webScraper“ and “jsonListener”, both structured in JSON format. A source is
an implementation of a source schema. Each source handles converting its samples to the
appropriate type and writing them to the data store.

A producer is an entity that produces data for a particular source. In many cases,
each installation A producer may have multiple devices which access the system. The
distinction is made between producers and devices so that access tokens can be generated
per device instead of storing the user’s credentials at each location. Devices can be grouped
to show their data aggregated in the same view. Every device has its group in order to see
its data individually, and another group has to be created containing all the devices of the
producer to have a global view.

Other groups can be created combining only devices that share the same type of
installation, for example, having one device measuring grid and many devices measuring
production or one device measuring consumption and many devices measuring production.
The device groups are created through the administrator interface. Figure 1 presents
the configuration and relation between the Producer, Source, and Schema entities for
monitoring at a particular site.
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Figure 1. Relationship between the Producers, Sources and Schemas in the ESB, exemplified by the
configuration used for S11.

3.2. Gateway

The main hardware component is the GT, this device is composed of a Raspberry Pi
3B+ microcomputer, together with a Juice4Halt (https://juice4halt.com/, accessed on 10
August 2021) UPS to protect the equipment from sudden drops in the supply of electricity.
The UPS shield also bundles a Real-Time-Clock and RS485 modules, which are used for
communication using the MODBUS protocol. This protocol is commonly used by energy
meters and similar equipment. This interface guarantees that the GT can communicate
with a plethora of monitoring solutions. All these components are enclosed in a plastic box
with DIN fixing points. Each GT was fitted with a 32GB SD card.

The decision of using Raspberry Pi running RasbianOS without a GUI, allowed to
take advantage of significant performance when considering the small size of the device. It
also allowed custom code development to interact with monitoring equipment and run
third-party applications for services such as performance monitoring or remote access.
The Raspberry Pi also provides effective I/O options, which were especially useful when
connecting the device to the internet, either by WiFi, Ethernet or with a 3G USB dongle.

Energy Monitoring

The EnnerSpectrum system is smart-meter agnostic. i.e., the goal is to support any
smart meters that support the MODBUS communication protocol. However, in the case
study presented in this article, the GT was mainly installed together with two commercial
Carlo GavazziTM (CG) energy monitors the EM111 (https://gavazzi.se/produkter/em111
dinav81xs1pfb/), accessed on 10 August 2021 for measuring PV production and EM112
(https://gavazzi.se/produkter/em112dinav01xs1pfb/, accessed on 10 August 2021) for
consumption (3 phase installations used the EM340 (https://gavazzi.se/produkter/em340
dinav23xs1pfb/, accessed on 10 August 2021)) see Figure 2.

The GT communicates with the CG meter, and communication requests are forwarded
through the RS485 module using the MODBUS protocol. The consumption and production
data are saved locally (in the GT) in a database. Each data point is composed of a: times-
tamp, active power, reactive power, apparent power, frequency, power factor, current, and
voltage. The measurements are collected each second and aggregated in memory. Every
60 s, the database is updated with the data collected in the past minute. If the readings
fail for more than 60 consecutive attempts, the system notifies the research team about a
possible issue with the GT or CG monitors.

Every minute the GT also calculates the average of all the collected fields and sends it
to the ESB. There is also an inspection for any previously unsent data, which is also pushed
to the ESB. Furthermore, every day at 01:00 the GT creates a backup with all raw data in a

https://juice4halt.com/
https://gavazzi.se/produkter/em111dinav81xs1pfb/
https://gavazzi.se/produkter/em111dinav81xs1pfb/
https://gavazzi.se/produkter/em112dinav01xs1pfb/
https://gavazzi.se/produkter/em340dinav23xs1pfb/
https://gavazzi.se/produkter/em340dinav23xs1pfb/
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GoogleDrive (https://drive.google.com/, accessed on 10 August 2021) account, the data is
sent as two CVS files, one for the production and another for consumption, with a unique
name that matches the day that data belongs too. After a successful backup, the data is
removed from the local database in the GT to keep any database transactions as fast as
possible.

Certain sites already had monitoring equipment installed. In those cases, the GT is
used to interact with the metering equipment at the site. Figure 3 depicts the components,
communication, and architecture of all the elements that comprise the gateway. In some
situations, a site could already have monitoring equipment installed. In those cases, the GT
can directly interact with the equipment at the site.

When this approach was not possible EnnerSpectrum used an HTML-Scrapper to
retrieve consumption information from the equipment vendors’ website. In these situations,
there was no need to install the GT.

Figure 2. Example of two installation from the case study. On the site at left all the equipment
was installed in the site main breaker box. The picture at right depicts another site in which all the
installed equipment had to be installed in a adjunct box.

Figure 3. Left: Gateway used in the EnnerSpectrum System, the DIN box used for the installation, and the components that
make up the GT; Right: Summary of the procedures carried out by the GT.

3.3. Services

As mentioned before, one of the goals of the EnnerSpectrum system is to provide
services on top of the aggregated consumption data. The ESB contains an API with more
than sixty endpoints for all the services provided by the system. These services range from
traditional CRUD operations like reading the consumption from a site within a set time

https://drive.google.com/
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frame or averaged by the hour, day, week, or month, to other functions that provide all the
operations needed to set up new producers and sources or devices at a site. There is also
the opportunity to develop new services that combine different endpoints to provide value
to the end electricity consumer, or to, the TSO and DSO. Two examples of services enabled
by EnnerSpectrum are an end-consumer visualization and administration tool described in
the following sub-sections.

3.3.1. Graphical User Interface for the End Consumer

The ESB interface directed at end consumers has three main areas, see Figure 4.
Current consumption, historical consumption, and comparisons. The energy information is
displayed using metrics such as kWh, Euros, or grams of CO2. In these areas, the end-user
can query graphs that display consumption and production information. More concretely,
the current consumption area displays the real-time production, consumption, and waste
information. It can also group the data by 1 h, 24 h, one week, and one month, the energy
saved by the PV installation is also displayed here (again in kWh, CO2 and Euros). The
history page allows the user to visualize the consumed, produced, and wasted energy
for a selected date. This page also allows the user to group the data by day, week, and
month for a more comprehensive overview of the consumption. The day visualization
presents 60 data points per hour, while the week and month graphs use 2 and 1 sample
per hour, respectively. Finally the comparison provides a tool in which users can select
2 different dates, which could 2 days, weeks or months (see Figure 4 right). The result of
the selection is then presented in three different graphs that show the energy metrics for
the selected dates.

Figure 4. User interface of the ESB. Left: main screen of the web application showing the real-time
electricity production, consumption, and a graph with the 24 h; Right: Comparison screen from the
web application, comparing the consumption by week.

3.3.2. Administration Tool

The EBS Administration tool is where the research team managed the deployed
equipment and monitored the status of the pilot, see Figure 5. This service allows its
users to create, remove and edit producers, and view its data. It also allows the creation
and removal of devices associated with a producer and the management of groups. The
Administration tool permits creating an access token for each device and cleaning all the
device’s data. The administrator can also create, edit and remove sources and set up
which devices push data to it. Other features were implemented, which are helpful during
a real-world pilot’s progress, such as cleaning the ESB cashes, managing data backups,
exporting data for a CSV file, and a Map visualization with an overview of all the deployed
equipment (see Figure 5, right).



Energies 2021, 14, 5786 8 of 14

Figure 5. Admin screen of the ESB. Left: Main screen of the administration interface; Right: Map
view showing a sub sample of monitored sites.

3.4. Cyber-Security and Privacy Considerations

Several privacy and security measures were adopted during the development of
EnnerSpectrum. Currently, the ESB is configured to use HTTPS, which guarantees the
privacy and integrity of the exchanged data while in transit to the server. It also protects
against man-in-the-middle attacks. HTTP requests are automatically redirected to HTTPS.
Currently, authentication is required for producers and devices. This is intended to prevent
spurious data from being posted to an account and disallow the querying of private
information. HTTP Basic authentication is the strategy used for the API. Concerning web
interfaces (admin and client), a login is used. To avoid access to sensitive data stored at the
ESB, this kind of information is hashed in the database. This includes passwords, device
auth tokens, and producer tokens, which means that they’re no longer recoverable once in
the database.

4. Case Study: Prosumer Monitoring

This section reports the findings during the deployment of the EnnerSpectrum system.
Installation sites were recruited with an advertisement campaign in the local newspapers
and with the help of the local, and only, electricity company. More than forty sites were
considered, and eventually, twenty-seven sites were recruited. This paper presents the
findings for a subset of thirteen sites, which entered the case study in similar periods.
The recruitment process was aligned with the goals of the H2020 SMILE project since
one of the project’s goals was to study the viability of installing battery storage systems
to optimize PV installations. All the selected sites had a PV installation directed for
self-consumption, no feed-in tariff was in place, and the feed-in was restricted in certain
installations. EnnerSpectrum system was responsible for monitoring both the electricity
consumption and production in all the installation sites. The monitoring equipment was
installed between May and August of 2018, and its been continuously ruining until the
present day. This section describes the general results from running the pilot until the
31 March 2021.

4.1. Installation and Integration

Nine of the 13 sites had no metering equipment installed. In those situations, all the
monitoring had to be retrofitted. Hence the GT and the CG energy monitors were installed
in the mains. The objective was to measure electricity consumption and production
accurately. Therefore, the CG meters were positioned between the grid and local loads to
measure the grid consumption and between the inverted and the local loads to measure PV
production. Two major typologies were found, see Figure 6, CG Meter 1 is responsible for
measuring the PV production, and CG meter 2 measures the consumption. The installation
was different for every site, in some instances all the equipment was enclosed in the main
fuse-box, in other cases a box had to be installed adjacent to the rest of the equipment.
Figure 2 presents an example of two of the installations. There was also a situation (S11), in
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which the consumption and production had to be measured apart, in that situation another
gateway had to be installed.

In the remaining four installations, a hybrid approach was followed. In those sites,
there was already equipment responsible for monitoring electricity consumption and(or)
production. Such cases were addressed by querying the already installed device for the
needed consumption/production data. This procedure could be accomplished by the GT
or the ESB, connecting directly to the monitoring equipment, or parsing content from a
vendor website. Table 1 presents the installation approach followed at each site.

Table 1. Installation and metering approach for each site.

Installation Installation

S1 Firstly: 2 CG Meters and 1 Gateway; Secondly: Integration with the
voltronic-power meter through the GT

S2 2 CG Meters and 1 GT
S3 Integration with the EmonCMS system
S4 2 CG Meters and 1 GT
S5 2 CG Meters and 1 GT
S6 2 CG Meters and 1 GT
S7 2 CG Meters and 1 GT
S8 Firstly: Integration with the SMA Portal; Secondly: Integration with

the voltronic-power meter through the GT
S9 Integration with the EmonCMS system
S10 Integration with the Effekta system
S11 Firstly: 2 CG Meters and 1 GT; Secondly: Firstly: 3 CG Meters and

1 GT
S12 2 CG Meters and 1 GT
S13 2 CG Meters and 1 GT

Figure 6. Typologies of the self-consumption facilities encountered during the installations.

4.2. Running the Case Study

In general, it was observed that even though the proposed infrastructure is still a
prototype, it behave robustly during the pilot. All the sites reported in this article are using
the system continuously for approximately three years.

Nonetheless, specific issues resulted in data missing at the ESB. These issues affected
the GT and made it impossible to push the site’s data to the server. The leading cause of
problems was the SD card used by the Raspberry Pi at the GT. In specific usage scenarios,
the SD card got corrupted. These issues were more common during blackouts (which
turned the system off without notice) and in periods where there was an overload of writing
and reading commands. Since the Raspberry Pi’s SD cards holds the operating system,
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programs, and all the user data, an event such as described above effectively disabled
the GT. The only solution for this issue was to write a copy of the operating system and
programs to a new SD card and replace the damaged one at the affected sites. During the
case study, those issues were solved by adding a UPS to the GT, which assured a smoother
electricity delivery and shut down during a blackout. An higher rate SD cards were also
installed at the GT, and finally, the writing procedures were re-designed so that all the
writes happen in bulk every minute, reducing the stress in the SD card. In tandem, these
procedures eliminated the issues mentioned above.

Other obstacles encountered during the case study were mainly related to the GT
communication to the ESB. Several conditions could cause this issue, for example, the
site owner changed the WiFi password, or the location of the router (which could reduce
the WiFi signal strength), or even the 3G USB dongle got loose. In all these situations,
the research team first attempted to solve the issue remotely. If no solution was found,
a visit to the site had to be scheduled to solve the problem. A common solution was to
changed the communication method, for example, from WiFi to 3G if the WiFi coverage
was compromised.

Finally, it is also important to consider that the monitoring does not happen in a
vacuum. Each site represents a household or small commercial area. During this long-term
case study, site owners often needed to introduce changes to their installation, such as
increasing the PV installation capacity, improving the reliability or safety of the site grid, or
even more broad renovations at the site. This fact meant that the sensing also had to evolve,
Table 1 presents the sensing approaches employed. It is noticeable that for sites S1,S8 and
S11 the approach changed during this period, and new strategies had to be implemented.
The flexibility of the proposed system allowed it to cope with all the introduced changes at
the sites.

4.2.1. Data Collection Campaign

The monitoring approach returned the expected results. When using the GT meters
the system was able to acquire detailed information about the site’s consumption and
production. The GT managed to push the consumption data at 1 minute intervals whenever
it was possible to establish a connection with the ESB. The GT also managed to recover
from periods without an internet connection, pushing all the data accumulated in that
period. This situation happened in several sites, in which systems remained offline for more
than two weeks but were able to recover once the internet connection was re-established.
This behavior was verifiable both for the low and high-frequency data. This strategy is,
of course, limited by the memory of the GT. If the systems remain offline for a longer
period (>1 month), their memory could fill up, rendering the system unusable. There
were no instances of this phenomenon during the presented case study. During the case
study, EnnerSpectrum was capable of capturing 95% of all the production and consumption
samples measured by the system. Table 2 presents a summary of all the captured electricity
consumption and production data.

4.2.2. Interfacing

One of the goals of retrofitting monitoring equipment in existing buildings is to make
the consumption information available for other services. In this case study, after the
consumption data was pushed to ESB, it was made available for services such as the
administration and end user services already mentioned in this article. The ESB also made
the information available to other services, such as a battery energy storage system control
algorithm. Furthermore the high frequency data was also used offline, to study each site
consumption patterns.
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Table 2. Summary of the captured data for the 13 sites part of the case study.

Installation First Measurement % of Consumption
Captured % of PV Captured

S1 18 June 2018 99.37% 99.39%
S2 4 June 2018 86.5% 84.76%
S3 16 July 2018 99.38% 99.51%
S4 5 June 2018 93.01% 93%
S5 30 April 2018 94.59% 94.41%
S6 24 May 2018 99.05% 99.92%
S7 1 June 2018 95.29% 95.25%
S8 1 March 2018 94.45% 94.45%
S9 1 March 2018 94.97% 94.97%

S10 29 August 2018 97.49% 97.49%
S11 29 Mary 2018 86.24% 99.94%
S12 08 June 2018 98.55% 98.51%
S13 28 March 2018 98.79% 98.79%

5. Lessons Learned and Recommendations

This section discusses the results presented above and provides several recommenda-
tions that emerged from the long-term case study.

5.1. Buildings Characteristics

When running the pilot, one of the biggest challenges was adapting the monitoring
equipment to the building characteristics(see Table 1). As discussed before, EnnerSpectrum
had a standard configuration that fitted most sites but had to be adapted for particular
installations. However, the most significant challenge was not adapting the metering but
understanding the installation at each site. In some of the sites, the installations were new
and well documented. In other sites, the electric installations were old, complex, and were
subject to more than one renovation intervention throughout the years. The screening
visits organized before the deployment were crucial to learn the installation characteristics
and prepare the EnnerSpectrum system before the deployment. The presence of a qualified
technician who accompanied the team during these visits was essential since he provided
hints about necessary equipment, a fitting location, installation duration, and the overall
feasibility of the site.

5.2. Hardware Deployment

As discussed before, the different typologies and building characteristics (see Figure 6
and Table 1) can significantly hinder installing new monitoring equipment. It is clear that
for most buildings monitoring services such as presented here need to be retrofitted since
the cost of significantly changing the installation to accommodate monitoring equipment is
prohibitive. This requires a platform that can adapt to different equipment, data models,
locations, or acquisition frequency. In the presented case study, the infrastructure interacted
with the standard CG meters. Nonetheless, it also collected data from DC meters, web
services, web parsers, totaling six different metering approaches and two different typolo-
gies. Since the start of the case study, the EnnerSpectrum system was also used to control
battery storage systems, electric vehicle charging, monitor humidity and temperature
from the sites, aggregate sub-station level data, and even monitoring electricity and water
usage in industrial kitchens, further validating its flexibility. This was possible since the
EnnerSpectrum architecture employs two main computational elements. The GT and the
ESB. The GT interacted directly with the hardware on the site, organizing the data in a
consistent data model and working as a local database for periods without an internet
connection. The ESB aggregated all the data and provided services that combined different
data sources, such as the visualizations presented here. This way, one can argue that the
proposed architecture allows interaction with almost all monitoring equipment that uses
open protocols for communication.
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5.3. Running the Pilot

Running a pilot of electricity monitoring for more than 2 years presents its challenges
and lessons learned. The research team encountered some issues during the first months
of the case study, primarily related to the internet connection and the SD-Card. After
those initial issues, the (non-planed) visits to each site were rare. The installation of a
GT with a constant internet connection allowed the team to update the sensing software
several times during the study without visiting the site. One of the updates was installing
a third-party service to monitor the state of each installation and, if necessary, alert the
research team through a Slack bot. Withal, perhaps the main challenge running this study
in the real-world is related to the “real world” aspect. The equipment was installed in
households, which sometimes introduced changes in routines that had to be assimilated by
the occupants. Participants had questions and were seldom apprehensive regarding the
equipment and the impact on their household. Questions regarding the interface directed
and the participants were also typical. After approximately 15 months, it was decided
to hire a new member to the research team whose primary job was to handle the human
side of the study, answering participants queries, scheduling routine visits, and actively
engaging with participants regarding updates in the pilot (for example informing about a
new visualization added to the front end). This decision significantly improved the pilot’s
handling for both the participants and the rest of the research team.

6. Limitations

It is crucial to scrutinize the results as an exercise to uncover limitations and opportu-
nities for future research. Firstly, the cloud nature of EnnerSpectrum requires an internet
connection at the site. Even though this requirement seems uncomplicated since most
households have Internet access, this observation is not accurate in all countries, and, as it
was experienced during the case study, even modern sites with a good internet connection
can have dead spots, especially in the more concealed places. This issue was mitigated
using a 3G USB dongle for communication, yet this solution was not effective 100% of the
time. As it was broadly discussed in the introductory sections, some monitoring equipment
vendors do not provide easy cloud access to the data. To tackle this issue, the proposed
system employed the use of HTML parsers from ESB. This approach was practical during
the case study. However, it relies on the vendors not changing the organization of those
HTML documents. Lastly, it is relevant to note that retrofitting the sensing approach can
be cumbersome for particular sites since the GC are pass-through meters. The installation
needs to cut the electricity from the site. However, the research team remains confident
that this was the best decision given the quality of the data returned from GC, which was
required for other studies during the case study.

7. Conclusions

This paper presented the EnnerSpectrum system, a sensing agnostic infrastructure to
monitor electricity consumption in buildings. The system was deployed in 13 sites for
approximately 36 months. In this case study, the infrastructure was adapted to different sce-
narios to measure electricity consumption and production. On average, the infrastructure
was capable of capturing 95% of all the possible data points. Considering that three sites
had interventions that left the site offline for several days, it is conceivable to argue that the
proposed approach successfully reach its purpose in a heterogeneous sample of prosumers.

The presented work also uncovered other results regarding running a long-term pilot
in the real world. The EnnerSpectrum system managed to cope with several changes in the
site’s infrastructure. Furthermore, the research team also had to adapt for such long-term
deployment, incorporating human resources to meet participants’ expectations regarding
the communication of the pilot progress and to assess the state of each site infrastructure
before and during the study.

This paper focused on the method used to measure electricity consumption and
production. However, since the start of the deployment, EnnerSpectrum integrated other
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data sources, such as vehicle charging or battery consumption. The centralized nature of
the proposed architecture also allowed to develop services that consider data from different
sources, such as vehicle or battery charging optimization and control. It is also essential to
consider that, while this paper focused on the technical description of the sensing approach
used by EnnerSpectrum, further studies should consider how households adopted the
technology and if it produced any changes in behavior.

To finalize, it is suitable to lay out future research paths for the proposed approach.
Apart from the user and data-centric possibilities mentioned in the previous paragraph,
further research should also consider the technological aspects of the solution. The system
already evolved to integrate the control of battery storage systems and to acquire plug-
level data. However, the energy field is in constant evolution, and new services will
emerge that can challenge the flexibility of EnnerSpectrum for example, the integration
with specific loads like cooling and heating or other sensors, furthermore the centralized
nature of EnnerSpectrum can enable the development of new services which take into
account data from different sources. On a more practical level, other improvements should
consider an offline mode that could rely on the data present on the GT if no internet
connection is available. Furthermore, a real-time connection to the GT would be an
interesting improvement. Currently, new data is available every minute. With real-time
communication, services could push some of the processing to the GT, to, for example,
directly alert consumers once an unusual event happens. Another important improvement
to the solution would be implementing a cashing system for the most common queries to
improve the system’s scalability.
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PV Photovoltaics
ADC Analog to Digital Converter
DAQ Data Acquisition
GT Gateway
ESB EnnerSpectrum Back End
GC Carlo Gavazzi energy meter
DC Direct Current
API Aplication Programming Interface
UPS Uninterruptible Power Supply



Energies 2021, 14, 5786 14 of 14

References
1. MediaWiki. Electric Meter—ETHW. 2020. Available online: http://ethw.org/Electric_Meter (accessed on 10 August 2021).
2. Hassan, R.; Radman, G. Survey on Smart Grid. In Proceedings of the IEEE SoutheastCon 2010 (SoutheastCon), Concord, NC,

USA, 18–21 March 2010; pp. 210–213. [CrossRef]
3. Wang, Y.; Chen, Q.; Hong, T.; Kang, C. Review of Smart Meter Data Analytics: Applications, Methodologies, and Challenges.

IEEE Trans. Smart Grid 2019, 10, 3125–3148. [CrossRef]
4. Völker, B.; Reinhardt, A.; Faustine, A.; Pereira, L. Watt’s up at Home? Smart Meter Data Analytics from a Consumer-Centric

Perspective. Energies 2021, 14, 719. [CrossRef]
5. Ahmad, S.; Ahmad, A.; Naeem, M.; Ejaz, W.; Kim, H.S. A Compendium of Performance Metrics, Pricing Schemes, Optimization

Objectives, and Solution Methodologies of Demand Side Management for the Smart Grid. Energies 2018, 11, 2801. [CrossRef]
6. Zhou, B.; Li, W.; Chan, K.W.; Cao, Y.; Kuang, Y.; Liu, X.; Wang, X. Smart home energy management systems: Concept,

configurations, and scheduling strategies. Renew. Sustain. Energy Rev. 2016, 61, 30–40. [CrossRef]
7. Zweistra, M.; Janssen, S.; Geerts, F. Large Scale Smart Charging of Electric Vehicles in Practice. Energies 2020, 13, 298. [CrossRef]
8. Emziane, M.; Al Ali, M. Performance assessment of rooftop PV systems in Abu Dhabi. Energy Build. 2015, 108, 101–105.

[CrossRef]
9. Ali, A.S.; Zanzinger, Z.; Debose, D.; Stephens, B. Open Source Building Science Sensors (OSBSS): A low-cost Arduino-based

platform for long-term indoor environmental data collection. Build. Environ. 2016, 100, 114–126. [CrossRef]
10. Rashid, H.; Singh, P.; Stankovic, V.; Stankovic, L. Can non-intrusive load monitoring be used for identifying an appliance’s

anomalous behaviour? Appl. Energy 2019, 238, 796–805. [CrossRef]
11. Ferreira, P.M.; Ruano, A.E.; Silva, S.; Conceição, E.Z.E. Neural networks based predictive control for thermal comfort and energy

savings in public buildings. Energy Build. 2012, 55, 238–251. [CrossRef]
12. LG-Chem. LG Chem Catalog Global; LG: Wonjoon Suh, Korea, 2018.
13. WEBCONNECT, SMA Solar Technology AG, S.S.T. Available online: https://www.sma.de/en/products/monitoring-control/

webconnect.html (accessed on 10 August 2021) .
14. Frei, M.; Deb, C.; Nagy, Z.; Hischier, I.; Schlueter, A. Building Energy Performance Assessment Using an Easily Deployable

Sensor Kit: Process, Risks, and Lessons Learned. Front. Built Environ. 2021, 6. [CrossRef]
15. Anbya, M.F.B.; Salehuddin, M.; Hadisupadmo, S.; Leksono, E. Wireless sensor network for single phase electricity monitoring

system via Zigbee protocol. In Proceedings of the 2012 IEEE Conference on Control, Systems Industrial Informatics, Bandung,
Indonesia, 23–26 September 2012; pp. 261–266. [CrossRef]

16. Alghamdi, A.S. Potential for Rooftop-Mounted PV Power Generation to Meet Domestic Electrical Demand in Saudi Arabia: Case
Study of a Villa in Jeddah. Energies 2019, 12, 4411. [CrossRef]

17. Ma, Z.; Cooper, P.; Daly, D.; Ledo, L. Existing building retrofits: Methodology and state-of-the-art. Energy Build. 2012, 55, 889–902.
[CrossRef]

18. Pereira, L.; Quintal, F.; Nunes, N.; Bergés, M. The Design of a Hardware-Software Platform for Long-Term Energy Eco-Feedback
Research. In ACM SIGCHI Symposium on Engineering Interactive Computing Systems (EICS ’12); ACM: Copenhagen, Denmark,
2012; pp. 221–230. [CrossRef]

19. Quintal, F.; Pereira, L.; Nunes, N.; Nisi, V.; Barreto, M. WATTSBurning: Design and Evaluation of an Innovative Eco-Feedback
System; In Lecture Notes in Computer Science; Springer: Berlin/Heidelberg, Germany, 2013; pp. 453–470. [CrossRef]

20. Pereira, L.; Nunes, N. Understanding the Practical Issues of Deploying Energy Monitoring and Eco-Feedback Technology in the
Wild: Lesson Learned from Three Long-Term Deployments. Energy Rep. 2019, 6, 94–106.

21. Yang, Z.; Zarabi, S.; Fernandes, E.; Rua-Taborda, M.I.; Debéda, H.; Salehian, A.; Nairn, D.; Wei, L. A Simple Wireless Sensor Node
System for Electricity Monitoring Applications: Design, Integration, and Testing with Different Piezoelectric Energy Harvesters.
Sensors 2018, 18, 3733. [CrossRef] [PubMed]

22. Frei, M.; Deb, C.; Stadler, R.; Nagy, Z.; Schlueter, A. Wireless sensor network for estimating building performance. Autom. Constr.
2020, 111, 103043. [CrossRef]

23. Chen, V.L.; Delmas, M.A.; Kaiser, W.J. Real-time, appliance-level electricity use feedback system: How to engage users? Energy
Build. 2014, 70, 455–462. [CrossRef]

24. Weiss, M.; Mattern, F.; Graml, T.; Staake, T.; Fleisch, E. Handy feedback: Connecting smart meters with mobile phones. In
Proceedings of the 8th International Conference on Mobile and Ubiquitous Multimedia MUM ’09, Cambridge, UK, 22–25
November 2009; Association for Computing Machinery: New York, NY, USA, 2009; pp. 1–4. [CrossRef]

25. Sundramoorthy, V.; Liu, Q.; Cooper, G.; Linge, N.; Cooper, J. DEHEMS: A User-Driven Domestic Energy Monitnoring System. In
Proceedings of the IEEE 2010 Internet of Things (IOT), Tokyo, Japan, 29 November–1 December 2010; pp. 1–8. [CrossRef]

26. Cieslik, W.; Szwajca, F.; Golimowski, W.; Berger, A. Experimental Analysis of Residential Photovoltaic (PV) and Electric Vehicle
(EV) Systems in Terms of Annual Energy Utilization. Energies 2021, 14, 1085. [CrossRef]

27. Geelen, D.; Mugge, R.; Silvester, S.; Bulters, A. The use of apps to promote energy saving: A study of smart meter–related
feedback in the Netherlands. Energy Effic. 2019, 12, 1635–1660. [CrossRef]

28. Schultz, P.W.; Estrada, M.; Schmitt, J.; Sokoloski, R.; Silva-Send, N. Using in-home displays to provide smart meter feedback
about household electricity consumption: A randomized control trial comparing kilowatts, cost, and social norms. Energy 2015,
90, 351–358. [CrossRef]

http://ethw.org/Electric_Meter
http://doi.org/10.1109/SECON.2010.5453886
http://dx.doi.org/10.1109/TSG.2018.2818167
http://dx.doi.org/10.3390/en14030719
http://dx.doi.org/10.3390/en11102801
http://dx.doi.org/10.1016/j.rser.2016.03.047
http://dx.doi.org/10.3390/en13020298
http://dx.doi.org/10.1016/j.enbuild.2015.08.057
http://dx.doi.org/10.1016/j.buildenv.2016.02.010
http://dx.doi.org/10.1016/j.apenergy.2019.01.061
http://dx.doi.org/10.1016/j.enbuild.2012.08.002
https://www.sma.de/en/products/monitoring-control/webconnect.html
https://www.sma.de/en/products/monitoring-control/webconnect.html
http://dx.doi.org/10.3389/fbuil.2020.609877
http://dx.doi.org/10.1109/CCSII.2012.6470512
http://dx.doi.org/10.3390/en12234411
http://dx.doi.org/10.1016/j.enbuild.2012.08.018
http://dx.doi.org/10.1145/2305484.2305521
http://dx.doi.org/10.1007/978-3-642-40483-2_32
http://dx.doi.org/10.3390/s18113733
http://www.ncbi.nlm.nih.gov/pubmed/30400161
http://dx.doi.org/10.1016/j.autcon.2019.103043
http://dx.doi.org/10.1016/j.enbuild.2013.11.069
http://dx.doi.org/10.1145/1658550.1658565
http://dx.doi.org/10.1109/IOT.2010.5678451
http://dx.doi.org/10.3390/en14041085
http://dx.doi.org/10.1007/s12053-019-09777-z
http://dx.doi.org/10.1016/j.energy.2015.06.130

	Introduction
	The State of the Art of Electricity Monitoring
	EnnerSpectrum System
	Architecture
	Gateway
	Services
	Graphical User Interface for the End Consumer
	Administration Tool

	Cyber-Security and Privacy Considerations

	Case Study: Prosumer Monitoring
	Installation and Integration
	Running the Case Study
	Data Collection Campaign
	Interfacing


	Lessons Learned and Recommendations
	Buildings Characteristics
	Hardware Deployment
	Running the Pilot

	Limitations
	Conclusions
	References

